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Abstract-- This paper investigates the hidden-node  
phenomenon (HN) that arises in IEEE 802.11 wireless 
networks. HN can cause many performance problems, 
including throughput degradation, unfair throughput 
distribution among flows, and throughput instability. 
Previous investigations mostly focus on methods to alleviate 
these performance problems rather than direct elimination 
of HN. Such an approach may solve one but not all of these 
problems. This paper is a first attempt to identify the 
fundamental conditions leading to HN. In particular, we 
show that HN arises fundamentally as a result of the 802.11 
protocol constraints. Based on the insight obtained from the 
analysis, we devise a Hidden-node-Free Design (HFD) that 
completely removes HN.  Readers who are only interested in 
the results, but not the derivations, may skip Section 3. 

1 Introduction 
A well-known problem in IEEE 802.11 networks is the hidden-
node phenomenon (HN), in which the mutual interference of 
nodes outside the carrier-sensing range of each other may 
increase the packet-collision rate significantly. This paper is a 
first attempt to provide a comprehensive analysis to the 
scenarios giving rise to HN, and to identify a set of sufficient 
conditions under which HN can be eliminated entirely.  

In [1], two performance problems triggered by HN in 802.11 
multi-hop networks were identified: (i) unfair throughput 
distributions among contending TCP flows; and (ii) throughput 
instability in a multi-hop TCP flow.  Reference [1], however, did 
not provide a solution to HN, and concluded instead that 802.11 
is not suitable for multi-hop networks.  

Reference [2] provided a “node-based” analysis of HN. It was 
argued that when the physical carrier sensing range is larger than 
the transmission range plus the interference range, HN can be 
removed and RTS/CTS is no longer needed. According to our 
“link-based” analysis in this paper, however, this condition is not 
sufficient for eliminating HN in general.  

Reference [3] studied the unfair throughput distributions among 
flows induced by HN, and proposed a set of algorithms to 
provide max-min fairness among the flows by dynamically 
adjusting the Initial Contention Windows of the nodes. In these 
algorithms, frequent information exchange among the nodes is 
needed. More importantly, this approach does not remove HN 
and instead focuses on eliminating one of its negative effects. 
HN remains and may continue to cause other problems. For 
example, HN can be considered as partial breakdown of the 

carrier-sensing capability. Since collisions are more likely 
without carrier sensing, the overall throughput may degrade 
besides the mere unfairness problem.  Indeed, the Aloha network 
can be considered as a network in which all nodes are hidden 
from each other, and in that extreme case the throughput can be 
considerably lower than that in a full carrier-sensing network.  

References [4] and [5] examined the problems in [1] in terms of 
a single-flow problem, as illustrated in Figure 1 (a). The 
successive packets of the flow may self-interfere among 
themselves at adjacent nodes. In this case, HN causes throughput 
degradation as well as triggers the re-routing instability 
phenomenon [5], [6]. Reference [5] established the analysis that 
relates the single-flow throughput to HN quantitatively.   
Reference [4] proposed specific modifications of 802.11 
protocol, while [5] tried to alleviate the problems through 
“offered load control” at the data source without perturbing the 
MAC protocol. Again, in both cases HN remains. For example, 
the “offered load control” in [5], while eliminating throughput 
instability, cannot remove the throughput degradation due to HN. 
Indeed, a conclusion of [5] is that the single-flow throughput 
under study was HN-limited rather than spatial-reuse-limited [5].  

In short, HN can give rise to many performance problems, 
including throughput degradation, unfair throughput distribution, 
and throughput instability. Instead of trying to tackle these 
symptoms in an isolated manner, another approach is to explore 
how to eliminate HN entirely. This paper takes up the latter 
approach.  
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Figure 1 Traffic flows that can give rise to HN. 

2 HFD 
Definition of HN 
A link with sender node A and receiver node B is said to suffer 
from HN if the data exchange in this link may fail because A did 
not sense the ongoing data exchange of another interfering link 
before initiating its transmission, or A can not be sensed by the 
sender of another interfering link after A has initiated its 
transmission. A network is said to suffer from HN if any of its 
link suffers from HN. 



We now present a set of sufficient conditions for removing HN, 
which we refer to as Hidden-node Free Design (HFD). HFD 
consists of (i) a signal-reception mechanism called the Restart 
Mode; and (ii) two constraints on the power budget of links. 
Here we only present HFD for IEEE 802.11 basic access mode 
(DATA-ACK handshake). 

(a) Receiver Restart Mode1 (RS): As with the regular operation, 
a node with RS that has carrier-sensed a transmission in progress 
should not initiate a new DATA transmission of its own. 
However, if it receives a new transmission signal that is 
sufficiently larger that the previously sensed signal (say, with Crt 
times the power of the previous signal), the receiver will switch 
to receive the stronger signal. If the new signal is an 802.11 
DATA targeted for it, the node will reply with an ACK after 
SIFS (Short InterFrame Space), whether or not the medium 
around this node is idle.  

(b) Two Link Power-Budget Requirements: In addition to (a), 
the following inequalities needs to be fulfilled to eliminate HN: 

max max( ) * (rtP d C P CS d≥ − )
)

d

                                                

      (1) 

max max( ) * ( 2tP d C P CS d≥ −       (2) 

where P(.) is the received power as a function of distance, dmax is 
the maximum distance of a link,  CS is the carrier-sensing range, 
Ct is the detection threshold, and Crt is the restart threshold. An 
implicit assumption in the above inequality is that P(.) is a 
decreasing function of distance. In our full paper, we will 
provide an algorithm that does not require this assumption. In 
other words, this assumption is needed only for performance 
evaluation, but not for actual operation of HFD.  

Consider two packets arriving at a node, one after the other. The 
later packet arrives at the node before the earlier packet is 
finished. If the received power of the earlier packet is more than 
Ct times that of the later packet, then only the earlier packet can 
be decoded successfully. If the power of the later packet is more 
than Crt times the earlier packet, the receiver will switch to the 
later packet and only decode it correctly. Other than these two 
cases, neither packet can be decoded correctly. 

Note that the inequalities in (b) are requirements imposed on the 
network design. With P(.) as a decreasing function of distance, 
links with too large a distance relative to the carrier-sensing 
range are not allowed in the network if HN is to be removed.  

We could plug in suitable propagation models to the above 
requirements. The received power function is usually in the form 
of  

         (3) ( ) /tP d P d α∝
where Pt is the transmission power, d is the distance and α is the 
path-loss exponent, which ranges from 2 to 6 according to 
different environments. For example, if Ct=Crt=10, α =4, (1) is 
contained in (2). The requirements become 

1/ 4
max max max2 10 3.78CS d d≥ + ≈       (4) 

 
1  This mode can be enabled in some commercial 802.11 chips. 

A corresponding HFD can be found for networks operated with 
the RTS/CTS mode (RTS-CTS-DATA-ACK handshake). The 
sufficient condition in (b) needs to be modified slightly. We 
defer this discussion to the full paper.  

3 Proof of HFD  
We now prove that HFD can remove HN in a network.  

3.1 Constraints for Simultaneous 
Transmissions in 802.11  

To understand the above requirements of HFD, we need to first 
understand the fundamental causes of HN. There are two types 
of constraints preventing simultaneous transmissions in a 
wireless network, as discussed below. 

3.1.1 802.11-Carrier Sensing Constraints 
In the basic access mode without RTS/CTS, only physical 
carrier sensing needs to be considered. The goal of carrier 
sensing is to (i) disallow simultaneous transmissions that may 
cause collisions while (ii) allowing simultaneous transmissions 
that are collision-free.  However, the 802.11 carrier sensing may 
fail to achieve either in some situations. A detailed analysis is 
given in [7]. HFD will ensure (i) (HN-free), but not (ii) (Exposed 
Node-Free). However, a new mechanism will be included in the 
full paper to further remove Exposed Node Problem. 

For physical carrier sensing, the preamble of the PHY header is 
decoded. The length field in the PHY header informs the 
receiver of the duration of the payload that follows. Consider 
two links i and j, with senders and receivers, Si, Sj, Ri, and Rj, 
respectively. For brevity, we will also use Si, Sj, Ri and Rj to 
denote their positions in the following discussion. Only when Si 
and  Sj are far enough (so that they cannot decode the PHY 
preamble transmitted by each other) are simultaneous 
transmissions allowed. The corresponding inequality is  

i jS S CS− >          (5) 

If (5) is satisfied, carrier sensing does not disallow simultaneous 
transmissions on links i and j. However, the simultaneous 
transmissions may fail unless  

i jS R CS− >        (6) 

i jR S C− > S        (7) 

This is due to the default reception mechanism in most 802.11 
products, which operates as follows.  Suppose that (6) is not true, 
when Si starts a DATA transmission first, and Sj starts later, but 
before Si finishes the transmission. Then Rj will not attempt to 
receive the DATA from Sj. This is because Rj has begun the 
reception of Si’s DATA at the physical layer, even though it is 
not targeted for Rj (usually called “receiver capture”). Similar 
argument applies for  (7). 

Note that HN occurs in this scenario only when Si transmits first. 
In other words, violation of (6) or (7) makes HN POSSIBLE. 
The likelihood of this possibility is large because DATA frames 



usually occupy a larger portion of medium than ACK frames do, 
leading to a large “vulnerable region” [5].  

Another scenario is when Ri and Rj are within CS range of each 
other, Ri’s ACK could prevent Rj’s reception of Sj’s DATA, and 
vice versa. We omit this situation, since ACK is usually small 
compared with DATA and the likelihood of such HN collisions 
is small. We will see later, however, the constraint “|Ri-Rj|>CS” 
does not change the HFD requirements in Section 2, since this 
constraint will be removed by RS mode anyway. 

3.1.2   No-collision Constraints 
We first consider under what conditions will there be no 
collision between simultaneous transmissions over links i and j. 
Define  di = |Si-Ri| and dj = |Sj-Rj|. Since each “atomic 
information exchange” over an 802.11 link consists of two-way 
traffic, DATA followed ACK in the reverse direction,  the 
condition for the two transmissions not interfering with each 
other are as follows [7]: 
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The first inequality on the left says that the DATA signal on link 
j should be sufficiently small when it reaches the receiver of  
link i compared with the DATA signal on link i; the second 
inequality on the left is for DATA on link j not interfering with 
ACK on link i; and so on [7].  
 

3.1.3 Goal of HFD 
HN can arise out of two situations—when (5) is satisfied but 
 (6) or (7) is not satisfied, or 
 (8) is not satisfied. 

So, the goal of HFD is to identify the requirements so that, the 
above two cases will not happen, so long as (5) is satisfied. 

3.2 HFD for IEEE 802.11 basic access mode 
3.2.1 Receiver Restart Mode 
In this section we first argue that (5) does not guarantee (6) and 
(7) – a counter example can be found to show the insufficiency. 
This leads to the fundamental requirement that (6) and (7) must 
be removed if HN is to be eliminated. This can be achieved with 
the receiver restart mode (RS).  

To see why (5) is not sufficient for guaranteeing (6), consider 
the counter example in Figure 2 (a). There is inevitably a 

“hidden” region for Sj. If Si is within this hidden region, (5) 
holds but (6) is not satisfied. When Si starts transmitting a 
DATA packet earlier, followed by Sj, Sj’s DATA cannot be 
received by Rj (as discussed in 3.1.1). Note that HN exists no 
matter how large CS is — a naïve solution of increasing CS 
range is not viable. 
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Figure 2 (a) Protocol constraints lead to HN, and (b) RS removes 
interference constraints. 

 
RS can be used to remove the requirements (6) and (7) for 
successful reception. Recall that with RS, when a “new signal” 
is more than Crt times the previous signal, the receiver switches 
to receive the stronger new signal. RS, however, introduces a 
new constraint for HN-free operation: 

rt
Signal C

Interference
>         (9) 

where Interference refers to the power of the  “old signal” 
transmitted by a hidden node.  

3.2.2 Receive-Power Inequality 
With RS, we now only need to make (5) sufficient for (8) and 
(9). Consider Figure 3, suppose A is transmitting a DATA to B, 
and C intends to transmit a DATA to D. To avoid HN, the 
following must be true: 

A

D

C
B

CS

 
Figure 3 Interaction of a pair of links 

For any link (C,D) in the neighborhood of link (A,B) where 
nodes A and C cannot carrier-sense each other, constraints (8) 
and (9) must be satisfied. That is, there must not be 
(i) DATA-DATA collisions at B or D; 
(ii) ACK-ACK collisions at A or C;  
(iii) DATA-ACK collisions at B or D. 

Sufficient Condition for Satisfying Constraints (8) and (9):  
Use of Restart Mode plus satisfaction of (1) and (2). 

Proof for (iii): Due to the limited space, we only present the 
proof for (iii). The proofs for (i) and (ii) are similar, but with less 
a stringent sufficient condition. With respect to Figure 3, 
suppose C cannot carrier-sense A, and the alleged sufficiency 



conditions (1) and (2) are satisfied, but (iii) is not. As a result 
HN occurs. We prove that this leads to contradiction. Since A 
and C cannot sense each other, 

(| |) ( )P C A P CS− <         (10) 

First, assume A’s DATA arrives at B earlier than D’s ACK. If 
(iii) is not true, and  D’s ACK collides with A’s DATA at B, 
then 

(| |) * (| |)tP A B C P D B− ≤ −       (11) 

From (10) and the assumption that P(.) is a non-increasing 
function of distance, we have 

(| | | | | |) ( | | | |)P C A A B C D P CS A B C D− − − − − < − − − −  (12) 

Using Triangular Inequality, 

| | | | |D A D B B A− ≤ − + − |
|

|)

)

 
| | | | |C A D A C D− ≤ − + −  

We have 

| | | | | | |C A D B B A C D− ≤ − + − + − |       (13) 

Substituting (13) into (12), 

max(| |) ( | | | |) ( 2 )P D B P CS A B C D P CS d− < − − − − ≤ −     (14) 

According to (11), we have 

max( ) * (|tP d C P D B≤ −       (15) 

From (14) and (15), we have 

max max( ) * ( 2tP d C P CS d< −       (16) 

But (16) contradicts with condition (2).  

Now, consider the case where D’s ACK arrives at B earlier than 
A’s DATA. If (iii) is not true, then 

(| |) * (| |)rtP A B C P D B− ≤ −       (17) 

Since A must have sensed the medium to be idle for it to 
transmit, we have 

| |A D CS− >  

Thus, the triangular inequality gives 

max| | | | | |B D A D A B CS d− ≥ − − − > −       (18) 
Also,  

max| |A B d− ≤       (19) 

From (17), (18), and (19), we have 
 

max max( ) (| |) * (| |) * (rt rtP d P A B C P B D C P CS d≤ − ≤ − < − )   (20) 
But (20) contradicts with condition (1).  
Therefore, D’s ACK cannot collide with A’s DATA at B. 
Similarly, B’s ACK cannot collide with C’s DATA at D. 

4 Removal of HN Performance Problems 
“TCP unfairness” and “re-routing instability” are two 
performance problems triggered by HN identified previously [1]. 
This section validates by simulation that by removing HN, HFD 
also eliminates such performance problems. As in [1], we 
consider a chain topology, as shown in Figure 1.  12 nodes in a 
straight line are equally spaced by 140 meters. Results pertaining 
more complex network topologies will be presented in the full 
paper. In addition, the intricate tradeoffs between networks with 
HFD and without HFD will be discussed. 

The simulations were conducted using NS2 [9]. The data rate is 
set at 11Mbps. Two-ray ground propagation model is adopted 
with . C4α = rt and Ct, are set to 10dB. The carrier-sensing 
range is 550m. Thus, for HFD, the maximum link distance dmax 
according to (4) is 550/3.78 = 145m.  The Ad-hoc On-Demand 
Distance Vector (AODV) routing protocol is used. All data 
sources are UDP or TCP traffic streams with fixed packet size 
1460 Bytes.  

TCP Unfairness  
Consider Figure 1 (b). TCP 1 is from node 1 to 3, and TCP 2 is 
from node 6 to 4. TCP 1 starts earlier at 3.0 sec, and TCP 2 starts 
at 10.0 sec. Without HFD, node 1 is hidden from node 5, causing 
node 5’s DATA packet to collide at node 4 with node 1’s DATA 
packet. Likewise, node 2 is hidden from node 6, causing node 
6’s DATA packet to collide at node 5 with 2’s DATA packet. 
Because TCP 1 starts earlier, TCP 2 virtually has no chance to 
obtain any throughput (See Figure 4 (a)). Figure 4 (b) shows that 
the “unfairness” problem is eliminated with HFD.  
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Figure 4 TCP fairness 
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Figure 5 Throughput stability of an 11-hop UDP flow 

Re-routing Instability 
Re-routing instability is triggered by excessive packet collisions 
introduced by hidden terminals nodes (which is mistook for 
route unavailability). Consider Figure 1 (a). A UDP flow is sent 



by node 1 to node 12. Without HFD, node 5 is “hidden” from 
node 1, causing the packets of node 1 to repetitively collide at 
node 2 with node 5’s packet. Likewise, nodes 2, 3, 4, 5, … face 
the same problems. Figure 5 shows that the throughput 
instability of an 11-hop  UDP flow is removed with HFD. For 
this topology, HFD not only removes the instability, but also 
achieves higher throughput. The latter is not always true in other 
topologies. We defer the discussion to the full paper. 
 
5 Conclusion 
The contributions of this paper are two-fold: (1) It is a first 
attempt to identify accurately the fundamental conditions leading 
to HN; and (2) It provides with a set of sufficiency conditions 
for the removal of HN.  

In the full paper, we will include details omitted here. They 
include: 1) HFD for RTS/CTS mode; 2) Discussion of HFD’s 
effects on network capacity and connectivity in different 
topologies; and 3) A new mechanism called “Selective 
Disregarding NAVs” (SDN) that further removes the “Exposed 
Node problem” (i.e. simultaneous transmissions that are 
collision-free may be not allowed by the protocol) to achieve 
scalable throughput in large-scale 802.11 networks with high 
node density. 
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