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Abstract—1In the IEEE 802.11 WLAN standard, the backoff
algorithm assumes that all losses are due to collisions, while the
auto-rate fallback algorithm assumes that all losses are due to
link errors. The coexistence of these two types of losses in real
networks reduces the efficiency of currently used algorithms. We
propose a loss-distinguishable MAC layer protocol for 802.11
WLAN. No PHY layer modification is needed. Analysis shows
that the new protocol is effective and has negligible overhead.

Index Terms—IEEE 802.11, WLAN, MAC, protocol, loss
distinguishing

I. INTRODUCTION

URRENT products implementing the IEEE 802.11

WLAN standard do not distinguish between frame losses
due to collisions or link errors. For example, in 802.11 DCF
[1], if the ACK frame in response to a data frame is not
received, the sender assumes that the data frame has suffered
a collision and doubles its contention window. The rationale
is that a collision indicates a contention intensity higher than
originally expected. However, in a wireless environment, the
unsuccessful delivery of the data and ACK frames can also
be caused by transmission errors over the wireless link. The
assumption that all frame losses are due to collisions is not
always true. If a frame is lost because of a random link
error instead of a collision, doubling the contention window
is inappropriate and could seriously degrade performance.
Unnecessarily backing off when there are link errors will
leave much of the airtime unused. When different stations
experience different frame error rates (FER), fairness could
be an issue too.

Another example of this problem is the Auto-Rate-Fallback
(ARF) algorithm first proposed by Lucent in its Wave LAN-II
product to accommodate different channel conditions [2]. ARF
or its variants have been widely implemented in WLAN
products. In ARF, the sender detects the channel condition by
measuring the numbers of successful and failed transmissions,
and adjusts its data rate to transmit the following data frames
accordingly. In contrast to the assumption behind the standard
backoff algorithm, ARF assumes all packet losses are due to
link errors. When multiple stations coexist in a WLAN and
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collisions occur often, the ARF algorithm loses its validity.

In a real WLAN environment, the two types of losses can
coexist. Without a way to distinguish the causes of the losses,
the 802.11 WLAN may function improperly.

II. LOSS-DISTINGUISHABLE MAC PROTOCOL

We enhance both the basic and RTS/CTS access procedures
in the 802.11 WLAN standard with loss-distinguishing capa-
bility.

A. Loss Distinguishing in RTS/CTS Access Procedure

The RTS/CTS access procedure is optional in 802.11
WLAN:S. It is useful when the data frame size is very large, the
number of stations is very large or there are hidden terminals.

The following loss distinguishing method in the RTS/CTS
access procedure is straightforward and the 4-way message
exchange sequence is not changed: (i) If both the CTS and then
the ACK frames are received, the transmission is successful.
(i) If the CTS frame is received but the ACK frame is not,
the transmission has failed, most likely due to a link error.
(iii) If the CTS frame is not received, most likely a collision
has occurred. Because RTS and CTS are short frames usually
transmitted at a low rate, they usually have a low FER.

B. Loss Distinguishing in Basic Access Procedure

The basic access is the default access procedure and it is
more efficient when there is no hidden terminal. However,
the loss distinguishing method for the basic access is not
so straightforward. The original basic access procedure does
not provide enough feedback information for the sender to
determine the reason of a frame loss. To distinguish the two
types of losses, we propose to add a NAK control frame
to DCF. The definition and usage of NAK here are slightly
different from those in conventional protocols.

The loss distinguishing method is based on the following
observation. The MAC data frame can be partitioned into two
functional parts: the header and payload. The header contains
information such as frame type, source address and destination
address. If all stations in a WLAN BSS are close enough and
can hear one another, collision occurs only when two or more
stations send data frames in the same time slot. In this case,
both the header and body will be corrupted. The receiver can
neither receive the header nor the payload. Note that the air
propagation time in a WLAN BSS (<2 us) does not violate
the validity of this statement since the transmission time of
the PHY header is 192 us and the MAC header is as long as
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RECEIVER
o If receiver receives correct MAC header:

- If MAC body is correct, an ACK is sent back;
- If MAC body is wrong, a NAK is sent back;

o If wrong MAC header is received, the receiver
sends nothing.

SENDER

o If an ACK is received, the transmission is successful;
o If a NAK is received, a link error is assumed;
o If nothing is received, a collision is assumed.

Fig. 1. Loss distinguishing using NAK control frame in basic access

112 ps at a 2 Mbps data rate in 802.11b [3].

If only one station sends a data frame and the frame is lost
due to link errors, there is a good chance that the receiver will
receive the header correctly. This is because in general the
header is much shorter than the whole frame. By observing
the content of the header, we can obtain information on who
has sent the frame and who is the intended receiver.

When a link error occurs, a proper feedback message from
the receiver will enable the sender to find out what has
happened. We use the NAK frame to notify the sender that the
data frame transmission has failed due to a link error. Fig. 1
describes the loss distinguishing method for the basic access
procedure using the NAK frame.

The NAK frame can be implemented with exactly the same
structure as the ACK frame except for a one-bit difference in
the frame type field in the header. NAKSs are sent at the same
data rate as that for ACK transmissions.

Note that when there is a link error, the transmission of
a NAK does not consume more bandwidth or collide with
other frames at all because it occupies the time that would
have been used by an ACK transmission. In the 802.11
standard, if a station receives a correct frame, it determines
from the Duration field in the frame how long the frame
and its ACK will occupy the channel, and it defers channel
access accordingly. On the other hand, if a station receives
an erroneous frame, according to the standard it must wait an
Extended Inter-Frame Space (EIFS) time before its backoff
timer starts to count down. The transmission times of an SIFS,
an ACK frame, and a DIFS are already included in EIFS [1].

Although the header error rate (HER) is low in general, to
further reduce it and the mis-delivery ratio of data frames as
well, a Header Checksum Field (HCF) can be added into the
data frame. This concept is borrowed from the Header Error
Control (HEC) field in ATM cell header [4].

III. OVERHEAD AND EFFECTIVENESS ANALYSIS

We use 802.11b as an example. The notations and parameter
values used in this letter are given in Table L.

A. Overhead Analysis

The header checksum field results in an extra overhead in
the new loss-distinguishable MAC protocol.

The total channel occupation time of a data frame includes
the transmission times of the data frame and its ACK or

TABLE I
NOTATIONS AND PARAMETER VALUES OF 802.11B

Notations Descriptions Values
MAC MAC ovehead (header and check- | 224 bits
sum of data frame) in standard

HCF MAC header checksum field size 1 or 2 bytes
DIFS the time of DIFS 50 ps
SIFS the time of SIFS 10 ps
ACK_NAK | ACK or NAK frame size 112 bits
RTS RTS frame size 160 bits
CTS CTS frame size 112 bits
PHY overhead at physical layer 192 ps
DataRate physical rate for data frame

BasicRate | physical rate for control frame

Payload MAC layer payload size

BER bit error rate

HER header error rate

AER ACK error rate

NER NAK error rate

RTSER RTS error rate

CTSER CTS error rate

BoER data frame body error rate

FER data frame error rate

NAK frame plus DIFS and SIFS. In the standard 8§02.11 MAC
protocol, the total channel occupation time is given by
MAC + Payload
DataRate

Tsta = (PHY +

ACK_NAK

PHY
+< + BasicRate

> +DIFS+ SIFS (1)

In the new loss-distinguishable protocol, it is given by

MAC + HCF + Payload
Thew = | PHY
( * DataRate )

ACK_NAK

+ PHY+C,7 + DIFS + SIFS 2)
BasicRate

The overhead attributed to the HCF is therefore given by
Tnew _ Ts
Overhead = ~"ew — ~std 3)
Tstd

As seen in Table II, the shorter the payload, the bigger the
overhead. Even in the worst case (2-byte HCF, 1-byte Payload
and DataRate is same as BasicRate), the overhead is only
about 1%. In realistic cases, the overheads are negligible.

B. Effectiveness Analysis

The effectiveness of the loss distinguishable MAC protocol
depends on the correct acquisition of header information and
NAK for basic access and RTS/CTS frames for RTS/CTS
access. The probability of misunderstanding a collision loss
to be a link error loss (P.oe) is 0%. In cases of link errors,
the loss distinguishing is probabilistic.

For RTS/CTS access, when either RTS or CTS frame is
lost due to link errors, the sender will misunderstand it as a
collision loss. Therefore the probability of misunderstanding
a link error loss to be a collision loss (Peto.) is

Petoc = RTSER + CTSER — RTSER x CTSER ~ (4)

For basic access, when a data frame is lost due to link
errors, in the following two cases, the sender will not be able
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TABLE II
OVERHEADS IN BASIC ACCESS WHEN DataRate=BasicRate

header 1-byte 100-byte 500-byte 1000-byte
checksum | payload payload payload payload
field

1-byte 0.649% 0.395% 0.165% 0.087%
2-byte 1.299% 0.791% 0.306% 0.173%

to get a NAK correctly and thus misunderstand the loss to be
a collision loss: (i) the header of the data frame is erroneous
and therefore the receiver does not generate a NAK; (ii) the
header is correct and NAK is generated but the NAK frame
is erroneous. When a data frame is successfully delivered
but the corresponding ACK is lost due to a link error, the
sender will also misunderstand it as a collision loss. Therefore
the probability of misunderstanding a link error loss to be a
collision loss is

HER+ (1 — HER) x BoER x NER
FER+ (1 - FER) x AER
(1— FER) x AER
FER+ (1— FER) x AER

The success probabilities are then given by 1 — P, and
1 — P, respectively.

Three sizes of payloads are examined: small payload (Pay-
load=100 bytes), medium payload (Payload=500 bytes) and
large payload (Payload=1000 bytes). The values of HER,
BoER, FER, NER, RTSER, and CTSER are determined by their
BERs and lengths respectively assuming an AWGN channel
model.

The numerical results in Table III and Table IV show that
the distinguishing probabilities under various cases are high
and thus the proposed loss-distinguishable MAC protocol is
effective. This can be attributed to the fact that the control
frames and the data frame headers are in general much shorter
than the data frames. Under an AWGN environment, they
experience much smaller error rates than the data frame.
We assigned the same value to DataRate and BasicRate in
Table III and Table IV, therefore these tables give the lowest
success probabilities. In most cases, BasicRate is smaller than
DataRate; therefore the success probabilities are higher and
the protocol is more robust and efficient.

For the basic access procedure, there is still room to further
increase the probability of successful detection. To make the
header information more reliable, either a FEC scheme or
a lower transmission rate for the header can be used. The
simplest FEC scheme is to repeat the header a number of
times, as in Bluetooth [5]. Transmission at a lower rate is
more error-resistant when the SNR is the same, e.g., the BER
at 2 Mbps is only about 1% of that at 11 Mbps [6][7][8].

Petoc =

+

(&)

IV. CONCLUSION

To our knowledge, this letter is a first attempt to address the
loss distinguishing issue in IEEE 802.11 WLANS, especially
for the basic access procedure. The proposed loss distinguish-
ing method does not modify the PHY layer and therefore it is
easy to implement. Numerical analysis shows that its overhead
is trivial and the loss distinguishing effectiveness is high.

TABLE III
EFFECTIVENESS ANALYSIS OF LOSS DISTINGUISHING IN RTS/CTS
ACCESS (DataRate=BasicRate)

BER le-5 5e-5 le-4 Se-4

RTSER 0.002 0.008 0.016 0.077

CTSER 0.001 0.006 0.011 0.054

1-Petoc 99.7% 98.6% 97.3% 87.3%

1-Petoe 100% 100% 100% 100%
TABLE IV

EFFECTIVENESS ANALYSIS OF LOSS DISTINGUISHING IN BASIC ACCESS
(DataRate=BasicRate, 1-BYTE HCF )

BER le-5 Se-5 le-4 Se-4

HER 0.002 0.010 0.019 0.092
AER 0.001 0.006 0.011 0.054
NER 0.001 0.006 0.011 0.054
FER(small payload) 0.010 0.050 0.098 0.403
FER(medium payload) 0.041 0.191 0.345 0.880
FER(large payload) 0.079 0.337 0.561 0.984
1-Petoc (small payload) 73.3% 72.9% 72.3% 67.6%
1-Petoc (medium payload) 92.9% 92.3% 91.5% 84.1%
1-Petoc (large payload) 96.2% 95.6% 94.7% 85.7%
1-Petoe 100% 100% 100% 100%

The loss distinguishing capability newly introduced in this
letter brings much freedom to the design of new algorithms.
For examples, the standard backoff algorithm can be improved
by doubling the backoff timer only when a collision loss is
detected. The ARF algorithm can be improved to reduce the
data rate only when a link error loss is detected. Some prelim-
inary simulation results have shown that these improvements
to the backoff algorithm and the ARF algorithm can increase
throughput significantly.

Our focus in this letter is an MAC layer solution to the
loss distinguishing issue. It is possible to further enhance
loss distinguishing by integrating physical layer information,
such as SNR and RSS values of the received frames (either
successful or erroneous). We have considered only an AWGN
environment in this letter. When link errors are bursty, more
thorough solutions may rely on physical layer enhancements
and cross-layer design. This is left as future work.
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