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Abstract 

Classification based on Bayesian inference is an important topic of machine learning. Based on the 
observations, we can infer about the hidden information that we are interested. The hidden 
information can be the structure of the observations, the hidden processes created the observations 
or which cluster the observation belongs to. Classical methods normally assume the number of 
clusters is known, leading to difficulties in model selecting. The methods can be easily under fitting 
or over fitting. Nonparametric Bayesian Classification (NBC), on the other hand, does not assume 
any prior knowledge on the number of clusters or hidden processes. Instead, the number of clusters 
is assumed to be infinite and only a limited number of clusters are observed. As more data is 
observed, the number of clusters can vary. This advanced property overcomes the difficulties in the 
model selection task in classical approaches. The Infinite Gaussian Mixture Model (IGMM), an 
example of NBC will be addressed. Two possible applications will be also described, one is 
Masquerade and Sybil attack detection, and the other is Primary User Emulation attack detection. 
Simulation was implemented in USRP2 testbed showing performance results of the algorithm. 
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