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Abstract

One of the propagation mechanisms used by the FLAME malware was enabled by an MD5 hash
collision attack against a portion of the Microsoft PKI. Microsoft Research personnel were
involved very early on in the analysis of the FLAME malware and the development of Microsoft's
corporate response. Following FLAME, we began developing tools for automatically collecting
and analyzing cryptographic objects to facilitate detecting potential attacks. The first tool we are
developing, CertRep, analyzes X.509v3 certificates gathered from the public Internet as well as
participating enterprises. CertRep's database of certificates is gathered by new features added to the
Internet Explorer 11 and Windows 8.1 versions of the Microsoft SmartScreen client protection
service. In this talk I will introduce CertRep and the new SmartScreen features and then describe
how we are using CertRep along with cryptographic analysis techniques including batch GCD and
MD5 hash collision detection to monitor for problematic crypto implementations and attempts to
subvert public certificate authorities and PKIs.
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