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Abstract

The surging popularity of the cloud computing paradigm has rendered a new type of service:
computation as a commodity (via outsourcing). While outsourcing computation brings appealing
benefits, it introduces critical and challenging security and privacy issues. One such issue is that
there is no guarantee on the correctness of the results returned by the 3rd-party server, which may
be error-prone or otherwise not entirely trustworthy. Thus an immediate need for result assurance
naturally arises. In the last couple of years, this need motivates a quickly growing and exciting body
of research on verifiable computation, and in particular, works focused on the design of verification
protocols for general-purpose computation, such as systems based on Interactive Proof (IP),
Probabilistically Checkable Proof (PCP), and Quadratic Arithmetic Program (QAP). In this talk, we
will go over the major recent results in the literature, present our recent work in distributed
verification and dealing with repeated substructures, and conclude with future directions. Through
this talk, we hope to stimulate more interests and potential collaborations on solid work in verifiable
computing as well as other security and privacy, and digital forensics research.
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