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Abstract
Tor is one of the most popular anonymous communication systems. A major obstacle that impedes
its further expansion is the large performance variance. The problem becomes worse when an
increasing number of bandwidth-intensive applications, such as video streaming, contend with
latency-sensitive applications, such as web browsing, for the scarce resources. Most of the existing
solutions take a circuit-scheduling approach to prioritize interactive traffic over bulk traffic or
completely throttle traffic from bandwidth-intensive applications. These approaches highly rely on
the accurate detection of traffic types, and thus will not function as expected if the detection
accuracy is low or the detection strategies are gamed maliciously. In this talk, I will present a
different approach beyond traffic throttling to address the performance bottleneck problem of Tor. I
will first discuss our observations and analysis on the traffic distribution in the Tor network, and
introduce the multi-path Tor routing algorithm we developed to utilize the low-bandwidth Tor
relays, which are intentionally excluded in the current Tor path construction. Then, I will discuss
the performance of the new routing scheme based on the simulation results over the Shadow
simulator and the experiment results on the live Tor network. Finally, I will present an application
on top of the multi-path Tor routing to secure the Tor hidden services against traffic analysis attacks.
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