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Abstract

Blockchain is a distributed ledger of transaction records between nodes, without relying on a trusted
authority. Transaction records are synchronized to all nodes by a consensus algorithm, in order to
provide a globally agreed, immutable history. A number of cryptographic research opportunities
arise from blockchain, such as consensus, zk-SNARK, payment channel, etc. This talk will first
give a brief overview of these research directions.

In public blockchain, all transaction data, including the sender's public key, the recipient's public
key and the transaction amount are publicly available. It may not be desirable for sensitive
transaction in the area of FinTech. As a result, privacy-preserving blockchain received a lot of
attention. One popular approach is the use of ring signatures (e.g., in Monero). The second part of
the talk will introduce the use of ring signatures in Monero, explain our improvement in ESORICS
2017 using accumulator, and our recent work using Bulletproof.
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