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Abstract

Rich sensors on mobile and wearable devices nowadays could offer valuable data about us. These data
recently are revealed as a double-edged sword, as they could form side-channels to leak (or attack) aspects
of user’s information that is considered vital. On the other hand, there are also great potentials to develop
novel side-channel formed countermeasures to further effectively defend these risks. In this talk, two
concrete cyber attack and defense studies will be introduced. In the first study, we show that with a novel
mobile sensing side-channel design, we can effectively prevent the case that when a personal card, such
as door entrance and transportation cards, gets lost or stolen, it will be used illegally by the adversaries.
In the second study, we show that the sensitive information, like passwords and personal data, frequently
typed by user on mobile devices can be inferred through a context-free side-channel (without knowing
the keyboard information) formed by the motion sensors of wearable devices on user's wrist, while this
attack can be further defended by another novel side-channel, adopting a different channel “frequency”,
I.e., sensor, in the design. In summary, this talk aims to discuss the double-edged sides of mobile sensing
intersecting with the cyber-security domain. It can alarm people the potential security risks when using
the mobile sensing services, and it could also provide effective solutions to overcome these issues.
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