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Abstract 
 

Binary code analysis is one of the most essential topics in system security and has many applications in 

attacks and defenses. Attackers may use binary code analysis techniques to find exploitable 

vulnerabilities, and defenders may rely on them to detect malicious software such as trojans, ransomware, 

and so on. In recent years, the rapid evolution of machine learning algorithms has enabled new 

technologies to augment existing binary code analysis tasks. This talk contains some of the recent works 

in this direction. It will begin with a new binary code disassembling method based on masked language 

modeling borrowed from natural language processing (NLP). The second part is about designing a fuzz 

testing framework to evaluate assembly code lifters (which convert assembly code into higher 

Intermediate Representations). The last part presents a tool called Bin2Sum that can automatically 

summarize a program's behaviors for a given piece of binary code. The talk will end with introductions 

to some planned future works using a hybrid approach that mixes traditional methods with machine 

learning algorithms, aiming to build solid tools with massive real-world applications. 
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