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Abstract

Developing end-to-end encrypted instant messaging solutions for group conversations is an ongoing
challenge that has garnered significant attention from practitioners and academics alike. Notably, industry-
leading messaging apps such as WhatsApp and Signal Messenger have adopted the Sender Keys protocol,
where each group member shares their own symmetric encryption key with others. Despite its widespread
adoption, Sender Keys has never been formally analysed in the cryptographic literature, raising the following
natural question:

What can be proven about the security of the Sender Keys protocol, and how can we practically mitigate its
shortcomings?

In addressing this question, we conduct the first formal analysis of the Sender Keys protocol, and prove its
security in a somewhat weak model. In particular, we observe shortcomings on the security of group
membership, forward security guarantees for authentication, and sub-optimal recovery from compromise.
Towards improving security and efficiency, we propose a series of modifications to Sender Keys. We
combine these refinements into a new protocol that we call Sender Keys+, which may be of interest both in
theory and practice. The full paper is available at (https://ia.cr/2023/1385)
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