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Abstract

Registration-based encryption (RBE) was recently introduced as an alternative to identity-based encryption
(IBE), to resolve the key-escrow problem: In RBE, the trusted authority is substituted with a weaker entity,
called the key curator, who has no knowledge of any secret key. Users generate keys on their own and then
publicly register their identities and their corresponding public keys to the key curator. RBE is a promising
alternative to IBE, retaining many of its advantages while removing the key-escrow problem, the major
drawback of IBE. Unfortunately, all prior constructions of RBE use cryptographic schemes in a non black-
box way, which makes them prohibitively expensive.

In this talk we see ways of constructing RBE that is concretely highly efficient, avoiding the use of heavy
(non black-box)cryptographic machinery, such as general-purpose indistinguishability obfuscation or garbled
circuits.

The talk is based on two recent works [GKMR, CCS 2023] (https://eprint.iacr.org/2022/1505.pdf) and
[FKdP23, ASTACRYPT 2023] (https://eprint.iacr.org/2023/1389.pdf).
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