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Abstract 

Recent years have shown substantial interest in revealing vulnerability issues of voice-controllable systems on 
smartphones and smart speakers. While prior works have proposed various authentication systems to defend 
against these attacks on large mobile devices (e.g., smartphones, smart speakers), smart earables present unique 
challenges and vulnerabilities due to their extreme hardware constraints. In addition, if someone misuses so-called 
Audio Deepfake technologies for malicious purposes, these voice-controllable devices may seriously threaten 
social security and the political economy. Having this in mind, my talk will first dive into understanding the unique 
vulnerabilities in today’s smart earbles. In response to these vulnerabilities, I will discuss several authentication 
systems on earables to distinguish authenticated and malicious users. 
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