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Abstract:
Fuzzing is a popular technique for finding software defects automatically. However, it is challenging 
to fuzz efficiently at different levels of the software stack. I will share our work on applying AI 
techniques to fuzzing applications, libraries, and LLVM IR. For applications, we transform a program 
into a multivariate function over its input values, formulate fuzzing as an optimization problem, and 
apply machine learning algorithms to the optimization problem. For libraries, we use a Large 
Language Model to iteratively generate fuzz drivers, and use code coverage to guide the fuzzer to 
explore undiscovered library code. For LLVM IR, we guarantee input validity while increasing input 
diversity using constrained mutations and collect accurate coverage feedback by tracking the 
matcher table. I will discuss the power of AI in fuzzing, the challenges, and future directions.
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