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Abstract

The Learning with Errors (LWE) problem w.r.t. a matrix B asks to distinguish ¢ = sB+e mod q from uniformly
random, where s is a uniform secret and e some short error. In Eurocrypt'22, Wee proposed the evasive LWE
assumption, which postulates that "For any matrix P, if LWE w.r.t. the joint matrix (B,P) is hard, then LWE w.r.t.
B is also hard even when given short preimages U satisfying BU=P mod q". A handful of evasive LWE variants
have emerged since then, which have been shown to imply various advanced cryptographic primitives, ranging
from attribute-based encryption for unbounded-depth circuits, witness encryption, to obfuscation for null-circuits.

In this talk we overview the evasive LWE assumption, including why it appears useful to cryptographic proofs of
advanced primitives and the different types of its variants. Based on the standard LWE assumption, we construct
simple counterexamples against three private-coin evasive LWE variants appeared in prior works. Then, based on
existing variants and our counterexamples, we propose and define three classes of plausible evasive LWE
assumptions, suitably capturing existing variants for which we are not aware of non-obfuscation-based
counterexamples. We also reason why security proofs in relevant works may be repaired under our assumption
formulations.

Joint work with Chris Brzuska and Akin Unal.
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