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Abstract

Memory corruption vulnerabilities remain among the most critical threats in cybersecurity. Analyzing
the vast number of crash samples generated by fuzzing or other techniques poses a significant challenge.
Our research aims to develop automated and intelligent solutions to streamline this process, from initial
triage to full exploit verification.

This presentation will introduce a series of automated vulnerability analysis systems developed by our
research team, addressing three critical stages of the vulnerability analysis pipeline:

1. Automated Crash Classification: We have developed an efficient system for automatically categorizing
a large volume of crash samples based on their root causes. This work significantly accelerates the initial
triage process, allowing analysts to quickly identify and prioritize unique and high-severity
vulnerabilities from massive datasets.

2. Automated Exploitability Assessment: To move beyond simple crash replication, our team has created
a novel framework for dynamically assessing the true severity and exploit potential of a vulnerability.
This technique analyzes the program state at the time of crash to automatically determine the possible
attacker capabilities (e.g., arbitrary read/write), providing critical data for risk assessment.

3. Automated Exploit Generation: We have designed a method to automatically generate inputs that
manipulate memory layouts to construct reliable proof-of-concept exploits. Given a initial PoC that
triggers a crash, this technology solves the key challenge of reliably crafting necessary memory structures
(e.g., heap states) to demonstrate full exploitability, turning a theoretical vulnerability into a practical
security threat.
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