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Abstract

Cyber-Physical Systems (CPS) are the results of the inevitable merge of computers with other domains
of physical-world practices. Many CPS applications are collaborative over wireless and are safety-critical:
such as collaborative driving of Connected Autonomous Vehicles (CAVs), and collaborative medical
surgeries.

However, wireless networks are intrinsically unreliable. They are challenged by malicious/unintentional
jamming, large-scale path losses, multipath, handover failures etc. How to guarantee the safety of
wireless CPS collaborations under the challenge of wireless network failures becomes an inevitable
problem.

In this talk, we present our series of works that exploit the software design template idea and the hybrid
automata formal modeling tool for CPS. We proposed various design templates for various wireless CPS
collaborations. These templates are formally specified by hybrid automata, and are analytically proven
to be safe under arbitrary wireless network failures.

Through this talk, we can also reveal a bigger picture for verifiably safe CPS research.
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