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Abstract

The rapid convergence of artificial intelligence (Al), Internet of Things (IoT), and cyber-physical systems (CPS)
is transforming modern infrastructures such as smart cities, intelligent transportation, healthcare, and industrial
control systems. However, this convergence also introduces new security, privacy, and governance challenges.
Ensuring trustworthiness in collaborative cyber-physical ecosystems has become a fundamental requirement. In
this talk, I will present our recent research on trustworthy Al frameworks for CPS environments, covering three
key layers: sensing, learning, and governance.

At the sensing layer, we explore Al-enabled transparent authentication and malicious behavior detection,
including biometric-based IoT authentication and GPS spoofing detection in unmanned systems. At the learning
layer, we design decentralized and privacy-enhanced federated learning architectures for IoT applications,
featuring ring-topology-based communication-efficient aggregation and differential privacy mechanisms for
secure medical and smart-city scenarios. At the governance layer, we introduce blockchain-assisted access
control mechanisms, including NFT-based decentralized authentication models for IoT ecosystems. Finally, I
will outline our future directions on LLM-assisted CPS threat intelligence, adaptive federated learning in
dynamic networks, and biologically inspired intrusion detection systems.

The goal of this talk is to demonstrate how trustworthy Al can serve as a foundational infrastructure for secure,
privacy-preserving, and resilient cyber-physical ecosystems.
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