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Abstract

Security and privacy of identity-based encryption (IBE) and attribute-based encryption (ABE) are
hinged on the assumption that the authority which sets up the system is honest. Our work aims to
reduce this trust assumption. IBE has an inherent limitation which is key escrow. A curious key
generation center (KGC) can simply generate the user's private key and decrypt a ciphertext
intended for that user. However, the KGC may be unable to decrypt the ciphertext if it does not
know who the intended recipient of that ciphertext is. This property is studied by formalizing the
notion of KGC anonymous ciphertext indistinguishability (ACI-KGC). We propose an IBE scheme
with ACI-KGC in the standard model. None of the existing practical IBE schemes achieve this level
of security. We also propose a new system architecture with an anonymous secret key generation
protocol which enables the KGC to issue keys to authenticated users without knowing the list of
users' identities. Our proposal can be viewed as mitigating the key escrow problem in a new
direction.

For ABE, it is not realistic to trust a single authority to monitor all attributes. Distributing control
over many attribute-authorities is desirable, but this introduces new privacy concerns. We propose a
solution which removes the trusted central authority without compromising users' privacy, thus
making ABE more usable in practice.
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